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Wghién cleu nay tdp trung vao viéc danh gia va so sanh hiéu qua cua cac mé hinh hoc
may dya trén cdy (Tree-based machine learning models) trong viéc du bdo gian ldn
thé tin dung. Cdac mé hinh dwoc xét gom Decision Tree, Random Forest, Gradient Boosting
Machines (GBM) va Extreme Gradient Boosting (XGBoost) B¢ dit li¢u sir dung cho nghién
cttu nay bao gom 568,630 giao dich thé tin dung, voi cac thugc tinh tie V1 dén V28 dwoc bién
doéi théng qua phdn tich thanh phan chinh (PCA) dé béo vé thong tin ca nhan. Nghién cvuu nay
sir dung ma trdn nham lan (Confusion Matrix) va cac chi so danh gza nhw Do chinh xac, Do
nhay (Recall), Precision va F1 Score dé danh gid hiéu qua cia moi mo hinh. Két qua cho thay
rang Random Forest va XGBoost deu 6 hiéu sudt an tuong, dac biét Random Forest cho thay
sw vugt troi hon trong vigc giam thzeu bao dong gla va phat hién chinh xdc cac giao dich gzan
lgn. Mdc div 6 mét s6 han ché vé kha nang gidi thich cac thugc tinh quan trong, do tinh an
danh cua dir liéu, tuy nhién nghzen civu ky vong cung cdp géc nhin quan trong vé tzem nang
wng dung cac moé hinh hoc may trong viéc phat hién gian lgn thé tin dung, tir do c6 thé la kénh
tham khao hodc hé tro cho cdc t6 chirc tin dung trong hoat déng thuc tién.

Tir khoa: Hoc may, Mo hinh Tree-based, Random Forest, XGBoost, Gian ldn thé tin dung

JEL Classifications: C63, C45, G28.

DOI: 10.54404/JTS.2024.195V.04
1. Dit van dé
Gian 14n thé tin dung la mét trong nhiing

Duong. Hon nira, xu hudng nay dang tang 1én
mot cadch nhanh chong (Hiép hoi Ngan hang

thach thirc nghlem trong nhat ddi v6i nganh
ngan hang va tai chinh, v6i ude tinh chi phi
toan ciu ctia gian 14n thanh toan truc tuyén s&
dat 260 ty do la My vao nam 2025 (Junlper
Research, 2022). Tai Viét Nam, nghién ctru
dir liéu tir Visa cho thdy, trong Quy 3 nam
2023, ty 1¢ gian 1an lién quan dén viéc phat
hanh thé tai Viét Nam cao hon so voi miurc
trung binh cta khu vuc Chau A - Thai Binh

Viét Nam, 2024). Sy phat trién cua cong nghé
va sy pho bién cua glao dich tryc tuyén da
khong chi don gidn 1a mé rong co hdi cho tiéu
dung ma con lam tang kha nang xay ra gian
1an, dat ra nhitng thach thic 16n cho cac to
chure tai chinh trong viéc bdo vé khach hang
va tai san cua ho.

Theo Dal Pozzolo va cong su (2018), cac
giao dich gian 1an thé tin dung thuong dién ra
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ma khong c6 sy chip thuan cua chu thé, véi
muc dich chiém doat tai san c4 nhan mot cach
bat hop phap. Cac giao dich nay duoc thuc
hién thong qua viéc su dung thong tin thé tin
dung bi danh cip hodc lam gia, chu yeu xay
ra trong moi truong ma khong can xac minh
sy hién dién cua chu thé. Hau qua la nhung
thiét hai dang ké khong chi d6i v6i ca nhan
ma con vai cdc to chure tai chinh phat hanh
thé. Trude thyc trang nay, nhu cau phat trién
cac cong nghe hiéu qua nham phat hién va
ngan ngua gian lan tré nen cap thiét. Trong
do, cong ngh¢ hoc may n6i bat nhu mot giai
phép tiém ndng, gilp tdng cudong kha ning
phat hién cac giao dich dang ngo (Varmedja
& cong sy, 2019). DBac bi€t, cac m6 hinh hoc
may Tree-based voi ky thudt tién tién, mang
dén kha nang t61 rru hoa trong viéc phén loai
va dy doan glan 1an, h trg déng ké trong viéc
giam th1eu rui ro tai chinh.

Tiép can theo nhdom mo hinh hoc may
Tree-based bao gdm mo hinh Decision Tree,
Random Forest hay cac m6 hinh Gradient
Boostlng, da duogc chung minh 13 rat hiéu qua
trong viéc phan tich va phan loai dir li¢u 16n
trong viéc phat hién cac giao dich gian lan
(Learning, 2023) Céc md hinh nay tan dung
loi thé cuia viéc két hop nhiéu cay quyét dinh
détaora mot mo hinh tong hop manh mé hon,
g1am thiéu sai léch va phuong sai, dong thm
cdi thién d6 chinh xac cua du doan Dac biét,
kha nang xtr Iy céc tap dir liéu 16n va khong
can xtng - mot dic diém thuong thay trong
dir li¢u gian 1an thé tin dung - lam cho céc
phuong phdp nay tré nén vo cung quy gia. Do
do, su phuc tap va kha nang tu hoc cua cac
mo hinh nay cung cap mdt cong cu manh mé
dé giai ma cac hanh vi gian 1an ngay cang tinh
vi (Tanwar va cong su, 2023)

Tuy nhién, hi¢n nay van con nhiing tranh
luan nhit dinh vé tinh hiéu qua cta cac mé
hinh hoc may dya trén cdy trong vig¢c phat
hién céc giao dich gian 1an. C6 nhiéu nghlen
ctru ung hd tinh hi¢u qua ctia md hinh rumg

ngau nhién nhu Udeze va cdng su (2022),
Tanwar va cong sy (2023), nhung ciling c6
nhitng nghién cuu lai ung ho md hinh
Gradient Boosting nhu Faraji (2022),
Learning (2023) Do do, trong bai nghién ctru
nay, tac gia s€ tap trung phan tich tinh hiéu
qua va so sanh hi¢u suat cua bbén mod hinh hoc
may dya trén cdy bao gdém ciy quyét dinh,
rimg ngau nhién, GBM (Gradient Boosting
Machines) va XGBoost (Extreme Gradient
Boosting) trong vi¢c du bao gian 1an thé tin
dung Murc do hi¢u qua cua cac mod hinh hoc
mady dua trén cdy s€ dugce danh gia dua trén 8
tiéu chi cu thé dugc ude tinh tir ma tran nham
1an (Confus1on matrix) cua mo hinh. Cac mo6
hinh nay s& dugc kiém dinh trén bo dir liéu
16m véi 568,630 giao dich trén thé tin dung
duoc thu thap dén thoi diém nim 2023 va
cong khai trén (Kaggle 2023) Ket qua
nghién cru ky vong rang‘ s€ gilp cac t6 chirc
tai chinh hi€u rd hon vé hi¢u suét cua céc
phuong phép hoc may dya trén cay, dé tir do
6 nhing lya chon va cai tién phu hop trong
hoat dong thuc tlen

Céc ndi dung tiép theo cua bai nghién ciu
s& duoc trinh bay voi két cdu nhu sau: (2)
Khao lugc nghién cuu; (3) Phuong phap
nghién ctru; (4) Két qua nghién ctu thyc
nghiém; (5) Két luan.

2. Khio lugc nghlen ciru

Céc nghién ctru vé phat hién glan lan thé
tin dyng da thu hut sy quan tdm rong rai tir ca
cong dong nghién ctru va nganh cong nghiép
tai chinh. Nhimg nghién ciru gan day tép
trung vao vigc phat trién cac phuong phap va
cong ngh¢ mai, bao gébm ca phuong phap hoc
may va tri tu¢ nhan tao, dé nang cao kha nang
nhin dién va ngin chdn gian lan hi¢u qua.
Bang cach két hop cac phuong tién phan tich
dir liéu, thuat toan hoc may c6 thé hoc tir dr
li¢u glao dich va tu dong phat hién céc bleu
hién cua hoat dong gian 1an, dem lai hiéu sut
va d9 chinh xdc cao trong viéc béo v¢ tai
chinh c4 nhan va t6 chirc.
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Awoyemi va cong su (2017) da nghién
ctru higu suat cua cac k¥ thuat Naive Bayes,
k-nearest neighbor va hoi quy loglstlc trén bd
dir liéu gian 1an the tin dung c6 tinh chat léch
cao, st dung mot ky thuat két hop cua viéc
1Ay méu thiéu sb va ldy mau du thira, va cac
ky thuat nay dugc ap dung trén dir li¢u tho va
da qua xir Iy. Két qua cho thay hiéu suat tdi
uu vé€ do chinh xdc cho cac phéan loai Naive
Bayes, k-nearest neighbor va hoi quy loglstlc
lan luot 14 97.92%, 97.69% va 54.86%, véi
k-nearest neighbor thé hién hi¢u qua t6t hon
so voi Naive Bayes va hoi quy logistic.
Jurgovsky va cong su (2018), trong bai
nghién cru cta minh di dinh nghia van d&
phat hién g1an lan nhu mdt nhiém vu phan
loai chudi va sir dung mang LSTM (Long
Short-Term Memory) dé tich h0’p cac chudi
giao dich, dong thoi tich hop céc chién luoc
tong hop dac diém tién tién nhat va bdo céo
két qua thong qua céc chi s6 thu hoi truyén
thdng. So sanh véi phan loai Random Forest
co ban cho thdy LSTM cai thién d6 chinh xéc
trong vi€éc phat hién gian lan trén cac giao
dich ngoal tuyén khi chu thé c6 mat tai nha
cung cap. Ca hai phuong phap hoc co trinh ty
va khong c6 trinh ty déu dugc huong loi
manh mé tir cac chién luoc tong hop dac
diém tha coéng. Phan tich sau d6 vé€ cac
truong hop tich cuc cho thay ca hai phuong
phap c6 xu hudng phat hién cac hinh thire
gian 1an khac nhau, diéu nay goi y mot su két
hop cua ca hai.

Dornadula va Geetha (2019) da phat trién
mot phu:ong phap phat hi¢n gian 1an méi cho
dwr liéu giao dich tryc tuyen bang cach phan
tich lich st giao dich cua khach hang va rat ra
cic mau hanh vi, sau d6 phan loai chu thé
thanh cac nhom dya trén s6 tién giao dich va
stt dung cac phan loai khac nhau dé dao tao
cho ting nhom mot cach riéng biét. Bai
nghlen cuu de xuat mot co ché phan h01 dé
giai quyét van dé dua trén bo dit liéu vé glan
lan thé tin dung & chau Au. Thennakoon va

QUAN TRI KINH DOANH

cong su (2019) tiép tuc danh sy quan tam khi
tap trung vao bbn loai hinh gian 14n chinh
trong giao dich thuc té, mdi loai dugc giai
quyet bang cach sir dung céc mo hinh hoc
may khac nhau va phuong phap tot nhat dugc
chon thong qua danh gia, cung cap huéng dan
toan dién dé chon thuat toan t6i wu phu h0’p
voi ting loai gian 1an. Ngoai ra, cic tac gia
cling dé cap dén phat hién gian 1an thé tin
dung thoi glan thuce, sir dung phén tich du bao
tir cac mo hinh hoc may duoc trién khai va
mot mo-dun API dé xac dinh tinh xac thyc
cua mot giao dich cu thé, dong thoi danh g1a
mot chién lugc moi hleu qua cho viéc giai
quyét sy phan b 1éch cua dir licu.

Manlraj va cOng sy (2019) hudéng sy tap
trung vao phan tich va ti€n xu ly dir liéu cling
nhu trién khai nhiéu thuét toan phat hién bat
thuong nhu Local Outlier Factor va Isolation
Forest trén dir li€u g1ao dich thé tin dung da
duogc bién doi PCA, véi muc tiéu phat hién
100% céac g1ao dich gian 1an va giam thiéu
phan loai gian 1an khong chinh xac. Bagga va
cong su (2020) da cho thiy rang viéc phat
hién glan 1an thé tin dyng ddc biét kho khan
do hai van dé chinh 13 sy thay doi lién tuc cta
hanh vi glan 1an va sy chénh 1€ch 16n trong dix
li¢u duoc str dung. Cac tac gia da tién hanh so
sanh hiéu suét cua cac phuong phap hoi quy
logistic, K-nearest neighbors, Random
Forest, Naive Bayes, perceptron da tang,
AdaBoost, pipelining va hoc tap két hop trén
dir li¢u gian 1an thé tin dung.

Bén canh d6, chu dé phat hién cac giao
dich gian 1an thé tin dung ciing thu hut sy
quan tam cua cac nha nghlen clru trong nudc,
Nguyén Thi Lién va cong sy (2018) da tién
hanh nghién ctru nghlen ctru trén by dir liéu
Chau Au trén cac mo hinh phd bién nhu mo
hinh Logistic, Mang Bayesian, Decision Tree
va phuong phap Stacking, tir 46 dé xuit mé
hinh va phuorng phap xwr ly dir li€u phu hop
cho cac ngan hang thuong mai ¢ Viét Nam dé
phat hién va kiém soat gian 1an thé tin dung.
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Trong dong chay cua su phat trién cong
nghe va sy xuat hién cua cac mo hinh hoc
may hién dai, c6 mot xu hudng néi bat dugc
cac nha nghién ctru trong thoi gian gan day
rit quan tim d6 1a ap dung cac m6 hinh hoc
may Tree-based dé phat hién céc g1a0 dich
gian lan thé tin dung. Cac mo hinh nay co
nhitng vu diém vuot trdi nhu ¢6 kha nang xir
ly dir liéu phi tuyén tinh, hiéu qua véi dir lidu
6 dac tinh phan tan, kha nang ty dong xur ly
dir ligu phan loai va cac bién dang sd, do
chinh x4c va do tin cay cao, giam thi¢u hién
tugng qua khop (Overfitting) va co kha nang
giai thich cao Faraji (2022)

Tuy nhi€n hién nay van con nhiing tranh
luan nhit dinh vé tinh hiéu qua cua cac mo
hinh hoc may Tree-based trong viée xu ly bai
toan phat hién céac giao dich gian 1an. Chang
han nhu nghién clru cta Jain va cong sy
(2020) da thyc hign so sanh hi¢u qua glua cac
thuét toan hoc may Tree-based, két qua cho
thay rang thudt toan Random Forest cho do
chinh x4c cao nhat so v&i Decision Tree va
XGBoost. Udeze & cong su (2022) cling co
két qua nghién ctru twong ty khi ap dung cac
thudt toan hoc may dua trén cay trong phat
hién giao dich gian ln thé tin dung trong
diéu kién bo dir li€u co su mat can bang 16n.
Nguoc lai voi két qua cua cac nghién clru
trén, Faraji (2022) dua ra bang chung rang
XGBoost cho két qua t6t nhét so véi Random
Forest trén cac tiéu chi danh gia bao gdm Do
chinh xéc (Accuracy) b6 Nhay (Recall),
Precision va F1 score. Learning (2023) cling
c6 két qua twong ty khi ching minh rang
XGBoost cho két qua t6t hon cac moé hinh
hoc may dua trén cdy khac trén cac ti€u chi
nhu AUC (di¢n tich dudi duong cong), do
chinh xdac, gia tri du doan duong, d6 nhé va
F1 score.

Dua trén két _qua khao lugc trén, ching ta
c6 thé nhan thiy rang hién nay van ton tai
nhung tranh luan nhat dinh vé tinh hi¢u qua
cua mo hinh hoc may Tree-based va viéc lya

chon mé hinh nao 14 mé hinh ti wu trong viéc
du bao céac giao dich gian 1an thé tin dung. Do
do6, trong nghién ctru nay, nhoém tac gia sé tap
trung trd 101 hai cau hoi quan trong sau:

Céu hoi 1: Mtc do du bao chinh xac céc
giao dich g1an lan the tin dyng cua cac mo
hinh hoc may Tree-based nhu thé nao?

Céu hoi 2: Trong sb ciac md hinh hoc may
Tree-based duoc lya chon dé nghlen ctru, dau
12 m6 hinh tét nhat dé du bao giao dich gian
lan thé tin dung?

3. Phwong phap nghién ctru

3.1 Quy trinh nghién ciru

Hinh 1 m6 ta co ban vé cac budc trong quy
trinh nghién ctru. Pau tién, quy trinh nghlen
cuu dugc thyce hién véi viée thu thap va xu ly
bd dir liéu lién quan dén cac giao dich thé tin
dung. Dt li¢u sau do dugc 1am sach va chuén
hoa de loai b6 cac thong tin tring lap hodc
cac yeu t6 gay nhiéu nham chuén bi cho cac
budc tiép theo. Sau khi chuan héa, dir li¢u
dugc chia tach thanh ba phan cu thé, trong do
tap huan luyén (Training data) chiém 80%,
tap kiém dinh (Vahdatlon data) va tap thu
nghiém (testlng data) moi tap chiém 10%. Ty
1¢ chia tach nay dugc tac gia tham khdo trong
cac nghién cuu Nuthalapati (2023), Khalid va
cong sy (2024) trong viéc du bao gian lan the
tin dung voi uu dlem cua ty 1€ nay la sy can
bang glua viéc huan luyén va danh gia hi¢u

sudt cua cdc md hinh hoc may. Tép huan
luyén s& dugc st dung dé huan luyén cac md
hinh hoc may dugc sir dung trong nghién ctu
nay nhu Decision Tree, Random Forest,
GBM va XGBoost hoc cach phan bi¢t duoc
nhiing giao dich gian 1an hay hop phap. Bén
canh do, quy trinh chia tach dix liéu cling giup
toi vu hoa hi€u suat va giam thi€u nguy co
qua khop (overfitting) hoac dudi khép
(underfitting) ctia mo hinh du bao.

Sau khi hoan thanh giai doan huin luyen
cac mo hinh hoc may s€ dugc danh gia hi¢u
suét thong qua céc chi s6 quan trong nhu do
chinh xéc, d nhay, Precision va diém F1. Cac
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Hinh 1: M6 td vé quy trinh nghién ciru

(Nguon: Tac gid)

chi s6 nay giup nhom nghién ctru c6 thé kiém
tra dugc tinh chinh xdc cia mo hinh trong
vigc phan loai cac giao dich Ia gian lan hay
hop phép. Dong thot, tap kiém dinh dugc su
dung dé diéu chinh cac siéu tham s6 trong mo
hinh m¢t cach hop 1y va cai thién hi¢u qua
phan loai truge khi dua dén budc danh gla
cuoi cung Cubi cung, tap thir ngh1em s€ glup
danh gia mot cach khach quan vé€ hi€u suat
tong thé cua cac mo hinh du bao khi 4 ap dung
vao tinh huong thuc té. Ket qua cua qua trinh
phan tich nay s€ cung cap thong tin chi tiét vé
kha nang phat hién cac giao dich gian 1an thé
tin dung cta cac md hinh va déng goép vao
vigc lya chon mo hinh phu hop nhat de tién
hanh trién khai trong moi truong thuc tién.
3.2. Nhom mé hinh hoc may Tree-Based
Nhom mo hinh hoc may Tree-Based bao
gdm cac thuat toan dua trén cu trac ciy dé
thuc hién cac nhi€ém vu hoc co glam sat nhu
phan loai va hoi quy. M6 hinh nay dya trén
viéc chia tap dit li¢u thanh cac nhoém nh6 hon
bang cach str dung cac quyét dinh dya trén gia
tri cua cac thudc tinh (features). Cac thuat
toan ndy c6 uu diém 1a d& hiéu, d& giai thich

va hi¢u qua trong viéc xu 1y céc loai dir li¢u
khac nhau. M6 hinh Decision Tree, Random
Forest va GBM (Gradient Boosting
Machines) va XGBoost (Extreme Gradient
Boosting) 1a nhung md hinh ndi bat cua
hudng nghién ctru nay (Learning, 2023).

3.2.1. Decision Tree

Decision Tree 1a mot m6 hinh phén loai
trong hoc may, noi cac quyet dinh dugc thuc
hién dua trén thudc tinh cua dir liu. Trong
bbi canh phat hién gian lan thé tin dung,
Decision Tree thuong su dung gia tri Entropy
hogc Gini dé t6i wu hoa qua trinh phan loai,
nham phén biét giao dich gian 1an véi giao
dich hO’p phép. Trong bai nghién ctru nay, tac
gia s€ su dung chi s0 Gini de toi uu qua trinh
phan loai, do Gini cung cdp cach tinh don
gian va thuong 1lam cho md hinh Decision
Tree hi€u qua hon vé mit tinh toan.

Chi s6 Gini, hay Gini Impurity, 1a mot
cong thirc do ludng xdc suat mot mau ngau
nhién dugc phan loai sai néu né duoc gan
nhin mot cach ngau nhién dya trén phan phdi
nhan trong tip con d6. Chi sé Gini duoc dinh
nghia cho tap dir liéu S nhu sau:
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G(S)_l 21 lpl (1)

Trong do, p; 1a ty 1¢ mau thugc 16p i trong
tap S (16p 1 trong tru’c‘yng hop nay la giao dich
“Gian 14n” hodc giao dich “Hop phap”) Gini
O gia tri cang thap thi tap dir liéu cang trd
nén dong nhét hon.

Trong md hinh Decision Tree, viéc chon
thudc tinh dé phan chia dit ligu & m01 nut dua
trén gia tri Gini Impurity thap nhat sau phan
chia. Gini Gain, do luorng su gidm Gini
Impurlty, la mot chi s6 duge su dung trong
viéc xay dung mo hinh de danh gia mtrc do
cai thién (hodc giam thiéu) cua do khong
thuan khiét (impurity) sau khi dit li€u duoc
phén chia dya trén mét thudc tinh cu thé. Gini
Gain dugc tinh bang cach lay Gini Impurlty
ban dau cua tap dir liéu trir di trong sO trung
binh ctia Gini Impurity cua céc tap con sau
phan chia:

e Sy
Gini Gain (S,A) = G(S) - Xy e vatue(a) S2G(S,) (2)

IS|

Trong do: §), 1a tap con cua S khi thudc
tinh 4 c6 gia tr1 \2

Gini Gain cho biét mirc d6 ma m01 thudc
tinh gop phan lam giam do khong dong nhat
trong tap dir li¢u khi n6 dugc str dung dé phan
chia dir liéu tai mot nut. Thuﬁ)C tinh v6i Gini
Gain cao nhat 1a thudc tinh t6i vu nhat dé tao
nit phan chia tiép theo, vi nd tao ra cac tap
con c6 do dong nhat cao nhat.

Qua trinh xay dung cay s€ duoc 1dp di lap
lai qua céc thudc tinh cta dir li¢u cho den khi:
(i) M6i nut la dat dén muc do ddng nhét nhat
dinh hay tat ca cac giao dich tai mot nat thuge
cung mot 16p “Gian lan” hay “Hgp phap”
(Gini = 0); (ii) Cay dat dén do sau da duoc
xac dinh trudc; (iii) S6 luong giao dich tai
mot nut dudi mét nguong nhat dinh.

3.2.2. Random Forest

Mo hinh Random Forest la mot ky thuét
két ‘hop (Ensemble) dua trén viée két hop
nhiéu cdy quyét dinh dé giam nguy co qua

khop (overfitting), cai thién do chinh xac va
khd nang tong quat hoa cuia mo hinh. Random
Forest dugc tao thanh tur nhiéu cay quyét dinh
Tp(X), modi cdy b 1a mot ham cta tap dir ligu
huan luyén X, duoc xay dung t mau tai chon
(bootstrap sample) cua tap X. S6 luong cay B
va cach thirc hoat dong cua tung cay trong
rung dugc dinh nghia nhu sau:

RF = {T1(X), T2(X),.... Ts(X)}  (3)

Trong do, mdi cay T, p(X) duoc xay du'ng
theo quy tic nhu sau: (1) M01 cay Ty, duoc xay
dung tor mot mau tai chon (bootstrap sample)
ctia tap dir lidu gbe X, duoc ky hiéu 1a Xp, (Xp,

BootstrapSample(X)) (i) Khi xay dung
moi nit cua cdy, mot tap hop con m cua thudge
tinh duoc chon ngau nhién tir tong sb p thudce
tinh cua tap dir liu (m < p). Cac thudc tinh
dugc danh gia dya trén chi sO Gini Impurity
dé chon diém phén chia t6i wu.

Trong bai toan phat hién glan 1an the tin
dung, du doan ctia mé hinh ring ngau nhién
cho mét giao dich méi x dugc thyc hién bang
cach 1ay binh chon tir da s cac cay:

¥ = Model {T;(x), T»(x),..., Tg(x)} (4)

3.2.3. Gradient Boosting Machines (GBM)

GBM hoat dong trén nguyén tac cua tang
cuong gradient, noi tung cay quyet dinh lién
tlep duoc huin luyén dé giam thiéu 13i cua
mod hinh hién tai. Viéc tng dung moé hinh
GBM trong viée phét hién gian lan thé tin
dyng c6 thé dugc mo ta nhu sau:

(1) Xac dinh ham mat mat

Ham mat mat L(y, f(x)) do luong su sai
léch gitra gia tri thuc t€ y va gié tri du doan
f(x). Trong trudng hop phat hién gian 14n the
tin dung, mot lya chon phd bién 1a ham mat
mat logistic, dugc dinh nghia la:

L(y, f(x)) = log(1+exp(-yf(x))) (5)

Trong do6: y la nhan 16p, dugc ma hoa
thanh gid tri 1 cho giao dich gian 14n va -1 cho
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giao dich hgp phap, va f(x) la du doan mo
hinh tai diém dir li¢u x.

(i) Huin luyén céy quyet dinh tuan tu

GBM s¢€ bat dau bang mot mo hinh ban
dau rat don gian, thuong 1a mot du doan hing
s6 (x), va lap lai cac bude sau:

- Tinh toan sai sé (Residuals) cho mdi
dlem dir liéu, dua trén gradient cia ham
mAt mat:

dL(yi,f(Xi))
(=i = fian  (6)

T ar )

Vé6iite 1 dén n van 1a sé luong miu dix
lidu

- Huan luyén mot cay quyét dinh méi (x)
dé dy doan Residuals

N fe(X) = fe-1 )+ (x) (D)

Cép nhat mo6 hinh du doan bang cach thém
cdy mdéi voéi modt  toc dd  hoc
Qua trinh huén luyen nay tlep tuc cho dén khi
sO luang cay dat gidi han xéac dinh trudce hodc
khi cai thién trong ham mat mat dudi mot
ngudng nhat dinh theo muc tiéu. M6 hinh
GBM c6 thé cung cdp mot hiéu suat phan loai
t6t vi n6 tinh chinh mo hinh dua trén sai sot
tu dir liéu trude do va co gang giam thiéu
chung trong céc lan lap tiép theo.

3.2.4. XGBoost (Extreme
Boosting)

XGBoost la mot blen the cai tién cua
GBM, dugc th;et ké Qe tdi wu hoa ca vé
hi¢u néng lan toc d9, dong thoi co the xu 13'/
quy mo dir ligu 16n mot cach hi¢u qua.
XGBoost bao gém nhiéu cai tién k¥ thuat
nhim ting cuong higu sudt va tinh kha thi
trong thuc tién.

XGBoost m¢ rong kha nang cia GBM
bang cach gioi thiéu mot ham mat mét chinh
xéac hon va ky thuat tdi uu héa hi€u qua hon.
XGBoost su dung ham mat mat thuong 1a
ham mat mat log -likelihood, twong ty nhu
GBM, nhung véi vige bd sung thém cac thanh
phan regularization:

Gradient

QUAN TRI KINH DOANH

L(y.f(x)) = Ziz1 L s, 0x0)) + Tie=1 i) (8)

Trong do:

I(yj f(x;)) 1a ham mét mat LOngth

Q (1, ) la ham regularlzatlon cho moi cdy f,
trong mo hinh, thudng bao gom ca Ll(Lasso)
va L2 (ridge) regularization:

QD) =yT+ % AY] -,

Voiyvai lan luot 1a céac tham 5O regular-
ization va T 1a s6 lugng nut 13 trong ciy, w;
la gié tri cua nut 1a.

XGBoost cung cap kha ning diéu chinh
qua cac tham so6 regularization, lam cho m6
hinh ctia n6 ¢6 kha nang chéng lai hién tugng
overfitting t6t hon va thuo’ng cung cip hiéu
suat toi uu hon trén cac tap dir liu 16n va
phtrc tap.

3.3. Cac tiéu chi danh gia hiéu qua cua
mo hinh . .

3.3.1. Ma trdn nham lan (Confusion
matrix)

Confusion Matrix cung cap cai nhin toan
dién vé hiéu suét mo hinh phén loai, khong
chi tap trung vao tong sO 1uong cac du doan
ding ma con lam ndi bat céc loai 16i phan loai
cu thé. Ma tran nham lan thll’O’l’lg duoc bleu
dién dudi dang 2x2, bao gdm cac thanh phan
sau (Bang 1):

Thong tin trong ma tran nham 1an duoc mo
ta cu thé nhu sau: )

True Positive (TP): SO luong giao dich ma
mo hinh dy dodn chinh xéc 1a gian 1an. Nghia
13, céc giao dich nay thuc sy 1a gian 14n va mo
hinh da thanh cong trong viéc phat hién
chung.

False Positive (FP): S6 luong glao dich
ma mo hinh sai 1dm phéan loai la gian 1én,
trong khi thyc té chung la hop phap. Déy 1a
16i “Béo dong gla co the gay ra phién toai va
chi phi khong can thiét cho khach hang va
ngan hang.

True Negative (TN): S6 luong giao dich
ma mo hinh du doan chinh xac 1a hop
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Bang 1: Ma trdn nham ldn trong truong hop gian ldn thé tin dung

Mo hinh du bao
Hop phép Gian lan
Dir liéu thyec té Hop phap TN FP
Gian lan FN TP

(Nguon: (Learning, 2023))
phap. bay la truong hop 1y tuéng noi mod
hinh x4c dinh ding céc giao dich khong
phai la gian lan.

False Negative (FN): S6 luong giao dich
ma mo hinh sai 1dm phan loai 13 hop phép,
trong khi thyuc té chiing 14 gian 1an. Day 14 15i
“Bo sOt” va nd 1a loai 16i nguy hiém nhat
trong tinh hudng nay vi né cho phép cac hoat
dong gian 1an tiép tuc khong bi phat hién.

3.3.2. Cdc chi so danh gid tir ma trdn
nham lan

4. Két qua nghién ciru thye nghiém

4.1. Dir ligu nghién ciru

B§ dir liéu nghién ctru 1a mét tap dir ligu
16n bao gébm 568,630 giao dich thé tin dung,
cac giao dich dugc thu thap dén thoi diém
2023 va dugc cong khai trén Kaggle (2023).
Mbi giao dich duge mo ta béi 31 thude tinh,
trong d6 28 thudc tinh (tir V1 dén V28) 1a két
qué ctia qua trinh phan tich thanh phan chinh
(PCA), mot phuwong phéap giam chiéu dir liéu
dé an danh thong tin nhay cam. Hai thudc tinh
con lai 12 “Amount”, thé hién sb tién giao
dich, va “Class”, chi ra li¢u giao dich c6 phai
la gian 1an (gia tri 1) hay khong (gia tri 0).
Thudce tinh “id” duge st dung dé dinh danh
duy nhét cho mdi giao dich.

Phan tich thong ké mo ta cua bo dir liéu
cho thdy, gia tri trung binh ciia cot “Amount”
la 12,041.96, voi gid tri dao dong tir 50.01

khoa hoc

dén 24,039.93. Cac thudc tinh tir V1 dén V28
co trung binh xép xi 0 va d6 léch chuén 1a 1,
cho thdy dit liéu da duoc chudn héa trude khi
phan tich. C6t “Class” c6 gia tri trung binh 1a
0.5, diéu nay cho thay tap dit liéu c6 thé da
duoc can bang gitta cac trudong hop gian 1an
va hop phap. Diéu nay rat hiru ich trong viéc
huén luyén cac mé hinh hoc may, dac biét 1a
cac moO hinh hoc may thudc nhém mdé hinh
ciy vi n6 anh hudng dén cac mé hinh hoc va
du doan. (Bang 3)

Ngbn ngit duoc sir dung dé phan tich dir
liéu 1a ngobn nglr 1ap trinh Python, cdc mo
hinh hoc may dua trén cay duoc tac gia tham
khao trong thu vién Scikit-learn, mot trong
nhimng thu vién may hoc phd bién véi nhiéu
cong cu hiru ich va dé sir dung. Cac ham lénh
lién quan dén cdc mé hinh duoc st dung
trong thu vién nay bao  gdm:
DecisionTreeClassifier();
RandomForestClassifier();
GradientBoostingClassifier();
XGBClassifier().

4.2. Phan tich két qud nghién ciru

Trong qué trinh xay dung md6 hinh du bao
gian lan thé tin dung, tac gia st dung 80% bd
di li¢u tuong duong voi 454.904 giao dich
bao gdm ca giao dich gian 14n va hop phap dé
huin luyén mo hinh, ty 1& dir liéu con lai
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Bang 2: Mo ta cac chi so danh gia tir ma tran nham lan

S6 thir tw Chi s6 danh gia Cong thirc tinh toan Y nghia

01 Do chinh xac (Accuracy)

TP +TN Do chinh xac cho biét ty 18

TP+TN + FP +FN

phin trim cac giao dich dugc
md hinh phan loai chinh xac
bao gdm céc giao dich gian lan

va giao dich hop phap.

02 Do Nhay (Recall)

TP+ FN

TP Do nhay cho thay kha ning cia
md hinh trong viéc phat hién

dtng céc giao dich gian 14n.

03 Precision

TP +FP

TP Precision cho thdy ty 1& cac
giao dich duoc dy doan 1a gian
lan thyc sy l1a gian lan. Ty 1€
Precision cao gitip giam thiéu
su bt tién va chi phi phat sinh
do viéc xur ly nhitng bao dong
gia, tir d6 nang cao trai nghiém

cua khach hang.

04 F1 Score y Precision x Recall | F1 Score can bang giita Recall

Precision + Recall

va Precision. Trong bdi canh
gian 1an thé tin dung, chi sb
nay dac biét hitru ich khi ban
can mot md hinh can béng gitia
viéc khong bo sot cac giao dich
gian lan va khong gay ra qua

nhiéu bao dong gia.

(Nguon: (Learning, 2023))
tuong duong véi 113.726 giao dich (trong do6
ty 1€ giao dich gian 1an va hop phép s€ 1a
50:50) s€ dugc su dung dé kiém dinh va thu
nghiém mo hinh. Két qua kiém dinh cua cac
mo hinh hoc may dua trén cay sé dugc trinh
bay cu thé trong Bang 4.

Két qua nghién ctru cho thay rang, cac mo
hinh hoc may da cho thay hiéu qua dang ké
trong viéc phat hién gian lan thé tin dung, véi
mé hinh Random Forest dan dau vé d6 chinh
xac va kha nang gidam bdo dong gid. XGBoost
cling thé hién hiéu suat 4n twong, nhan manh
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Bang 3: Bang md ta thong ké dir liéu

Théng s6 Gia tri V1 dén V28 Amount Class
S6 luong 568630 568630 568630 568630
Trung binh - 0 (khoang) 12041.96 0.5
Do léch chuan - 1 6919.64 0.5
Gia tri nho nhat - Khoang -10 dén -21 50.01 0
25% - -0.29 dén -0.55 6054.89 0
Trung vi - Khoang 0.08 d&én -0.01 | 12030.15 0.5
75% - 0.44 dén 0.56 18036.33 1
Gi4 tri 16n nhat - Khodang 4 dén 43 24039.93 1
(Nguon: Tinh todn ciia tac gid) )
Bang 4: Ket qua cua cac mo hinh trén tap dir liéu kiém dinh
Mo hinh TN FN FP TP Accuracy | Recall | Precision | F1 Score
Decision | 56.692 | 13 32 | 56.989 | 99,92% | 99,98% | 99,94% | 99,96%
Tree
Random 56.719 | 12 5 56.990 | 99,985% | 99,98% | 99,99% | 99,99%
Forest
GBM 56.710 | 14 14 | 56.988 | 99.97% [99,975% | 99,98% | 99,975%
XGBoost | 56.717 | 15 7 56.987 | 99,98% |99,974% | 99,988% | 99,98%

(Nguon: Tinh todn cua tac gia)
vao kha nang xt 1y dit liéu 16n va dg tin cdy
cao. GBM cung cip mét sy can bang tét giira
hiéu qua va chi phi, trong khi mé hinh
Decision Tree mang lai mot gidi phdp don
gian va nhanh chong cho cac yéu cau phu hop
v6i hé théng va ngudn luc sin co.

M5 hinh Random Forest da thé hién hiéu
sudt xuat sic nhét trong s6 cac mé hinh dugc
xét v&i do chinh xéc tong thé dat toi 99.985%,
thé hién kha nang phan bi¢t hi€u qua gitra cac
giao dich gian 1an va hop phap. M6 hinh nay

da chinh xac xac dinh 56.990 truong hop gian
lan va chi bé qua 12 truong hop, phan anh
mot do nhay (Recall) an tugng 1a 99,98%.
Piéu dang chi ¥, chi ¢6 5 giao dich hop phap
duoc phan loai nham 14 gian 1an (FP), cho
théy mot ty 1€ Precision rat cao 1a 99,99%.
Diéu nay chi ra ring mé hinh c¢6 kha ning xac
dinh dang tin cdy cac giao dich gian 1an ma
khong giy ra nhiéu bao dong gia. F1 Score,
do ludng sy can bang giita Precision va
Recall, dat muc 99,99%, ciung ¢ hiéu qua
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(Nguon: Tir két qua kiém dinh cia cdc mé hinh)
Hinh 2: Mo ta ma trdn nham lan cua cac mo hinh hoc may dwa trén cdy

cua mo hinh trong viéc xur Iy dir li¢u gian lan
mot cach chinh xac va hi€u qud. Phan tich nay
khong chi khang dinh tinh wu viét ctia mé
hinh Random Forest trong bi canh phat hién
gian l1an thé tin dung ma con lam ndi bat tiém
ning cia no trong tmg dung thyc té, dic biét
trong linh vuc tai chinh va ngan hang, noi doi
hoi d6 chinh xac va do tin cdy cao.

XGBoost ciing cho thdy hiéu suat rat cao
v6i d6 chinh xac 99.98%, gan ngang bang

Random Forest nhung v&i s6 lugng FP thap
hon 1a 7. M6 hinh nay c6 56,987 TP va
Precision dat 99.988%, minh hoa kha nang
phat hién chinh xac cac truong hop gian lan
ma it anh hudng dén cac giao dich hop phap.
Do nhay 99.974% cung F1 Score 99.98% cho
thdy m6 hinh nay ciing rat can bang, phu hop
cho cac g dung can do tin cay cao.

GBM thé hién do chinh xac 99.97% véi
TP 1a 56,988 va FP la 14. Mac du khong dat
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duoc Precision cao nhu hai mo hinh trén,
99.98% ctia GBM van la rat 4n tuong, cho
thdy hiéu qué trong viéc giam bao dong gia.
Do nhay 99.975% cung F1 Score 99.975%
cling phan anh kha ning can bang t6t giita
viéc phat hién va khong bo sét cac giao dich
gian 1an. M6 hinh nay 1a mét Iya chon tt khi
can mot giai phap vira hiéu qua vira kinh té.

Mo hinh Decision Tree c¢6 dd chinh xac
thip nhét trong sb cac mé hinh dugc phan tich
1a 99.92%, véi TP 1a 56,989 va FP 1a 32. Tuy
Precision 99.94% khéng cao bang cic md
hinh kia, nhung van cho thay kha ning phan
biét kha tét giita gian 1an va hop phap. Do
nhay 99.98% va F1 Score 99.96% ching
minh md hinh ndy van hiéu qua trong viéc
phat hién cac truong hop gian 1an, phu hop
cho céc g dung can giai phap nhanh chong
va khong qua phuec tap.

Két qua nghién ctru mot lan nira ung ho
quan diém cta Jain va cong su (2020), Udeze
va cOng su (2022) va Tanwar va cOng su
(2023) khi cho rang moé hinh Random Forest
cho két qua tét hon so v6i cac md hinh
Gradient Boosting nhu GBM hay XGBoost
trong qua trinh phat hién cac giao dich gian
1an thé tin dung. Nguyén nhan dén tir viéc mo
hinh Random Forest it nhay cam v&i viée
chon tham s6, tuy nhién cac mé hinh Gradient
Boosting lai yéu cau viéc diéu chinh k§y ludng
hon céac tham sb nhu ty 1€ hoc tap va sb luong
cdy dé tranh hién tugng qua khép va dam bao
mo hinh hoat dong tét. Bén canh d6, mo hinh
Random Forest ciing thuong xir 1y tot véi cac
loai dit lidu va phan phdi khac nhau, nhd vao
co ché bo phiéu cia nhiéu cay quyét dinh.
Diéu nay gitip mo hinh téng quat hoa tt hon
trén dit li€u mdi, trong khi d6 cdc mo6 hinh
Gradient Boosting c6 thé c6 hiéu suit cao trén

Feature Importance in Random Forest Model

Features

0.417

I T T
0.00 0.05 0.10
Feature Importance

(Nguon:Tdc gid tong hop)

T T
0.15 0.20

Hinh 3: Xép hang tam quan trong ciia cdc thudc tinh ddc trung
trong mo hinh Random Forest
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tap huan luyén nhung doi khi khong tong quat
hoéa tét trén dir liéu méi do mo hinh ¢6 thé qua
phu hop véi dir liéu huan luyén.

Phan tich sdu hon vé cac thudc tinh du bao
quan trong trong mo hinh Random Forest
(Hinh 3), chung ta c6 thé thay duogc ring
thudc tinh V14 co tam quan trong 16n nhét
trong viéc phat hién cac giao dich gian lan
trong thé tin dung, vdi gia tri dong gdp tuong
ung la 21.7%. Céc thudc tinh V10, V4 va V12
cling ¢6 muc d6 quan trong dang ké khi lan
lugt dong gop véi gia tri tuong tng 1a 12%,
11.3% va 10.5%, cho thay déy 1a nhimng yéu
t6 c6 tinh dy bdo va mic d6 anh huong 16n
trong mo hinh. Céc thudc tinh tiép theo, bao
gém V17 va V11, ¢c6 gia tri 1an lugt 1a 8.4%
va 7%, cling dong vai tro quan trong nhung
khong manh mé bang céac thudc tinh ké trén.
Céc thudc tinh c6 tim quan trong thap hon
nhu V24, V22 va Amount ¢6 gia tri gin nhu
bang 0.000, cho thdy ching it c¢6 sy anh
huong dén kha ning phat hién gian 1an thé tin
dung ctia mo hinh. Thong qua biéu dd nay,
chung ta c6 thé thay rd nhimg thudc tinh quan
trong nhat can tap trung khi tmg dung mo
hinh trong vi¢c phat hién cac giao dich gian
1an thé tin dung.

5. Két luan

Trong bdi canh phat trién nhanh chong cta
cong nghé va su phd bién cua cac giao dich
truc tuyén, viéc phat hién va ngan chén gian
1an thé tin dung da tré thanh mot thach thac
dang ké ddi véi nganh tai chinh va ngan hang.
Nhom mé hinh hoc may Tree-based, bao gom
Decision Tree, Random Forest, GBM va
XGBoost, di chimg minh hiéu quéa an tuong
trong viéc giai quyét van dé nay. Su uu viét
clia cac md hinh nay khong chi dén tir kha
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nang phan loai dir li¢u 16n va phuce tap ma con
boi kha nang tu dong hoa va xu ly cac giao
dich khong can xtrng, mot dac diém phé bién
trong dir li€u gian lan.

Cac két qua thuc nghiém tur bo dir liéu
16n d3 cung cap bang chung rd rang vé kha
nang cua cac md hinh nay trong viéc cai
thién do chinh xac va giam bao dong gia.
Random Forest dic biét ndi bat véi hiéu
sudt cao, cho thdy su can bang tét giita do
nhay va dd chinh xdc, lam noi bat kha nang
cua no trong viéc phat hién cac giao dich
gian 1an ma khong giy ra nhiéu bao dong
gia. Piéu nay khong chi cing cd vi tri cia
hoc may trong chién luge chéng gian lan
cua cac ngan hang ma con mo ra hudng di
moi cho viée ing dung cong nghé vao cac
gidi phap an ninh tai chinh.

Mot han ché déng chd y trong nghién ctru
nay do la khong xéc dinh dugc chinh xac y
nghia ciia cac thudc tinh tir V1 dén V28 trong
bd dir liéu nghién cru. Nguyén nhan 1a cac
thudc tinh nay da duogc bén cung cép dir liéu
mi héa nham bao vé thong tin ca nhan cua
céc khach hang. Piéu nay din dén viéc tac gia
khong thé phan tich sau hon vé tim quan
trong cua cac thugc tinh trong mé hinh du
bao. Trong tuong lai, viéc st dung bo dir li¢u
v6i cac thude tinh dugc dién giai chi tiét hon
htra hen s& cung cdp cai nhin sau sic va dinh
hudng 16 rang cho cac nghién clru trong viéc
phat hién giao dich gian 1an. ¢
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Summary

This study focuses on evaluating and com-
paring the effectiveness of tree-based
machine learning models in predicting credit
card fraud. The models considered include
Decision Trees, Random Forests, Gradient
Boosting Machines (GBM), and Extreme
Gradient Boosting (XGBoost). The dataset
used for this research includes 568,630 credit
card transactions, with attributes from V1 to
V28 transformed through Principal
Component Analysis (PCA) to protect per-
sonal information. This study utilizes a con-
fusion matrix and performance metrics such
as Accuracy, Recall, Precision, and F1 Score
to assess the effectiveness of each model. The
results indicate that both Random Forest and
XGBoost perform impressively, with
Random Forest demonstrating superior capa-
bilities in minimizing false alarms and accu-
rately detecting fraudulent transactions.
Despite some limitations in interpreting
important attributes due to the anonymity of
the data, this research provides significant
insights into the potential application of
machine learning models in detecting credit
card fraud, paving the way for future studies
using datasets with more clearly explained
attributes.
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